Small Business Q&A with Tim Knox

Are Cellphones A Security Risk

To Your Business?

By Tim Knox

Q:  I’ve heard that some companies are banning cellphones from the workplace because of the security risk they pose.  This seems excessive to me.  What kind of a security risk could cellphones be?

-- Erin T.     

A:   What may seem excessive to you, Erin, makes perfect sense to other business owners who are concerned that cellphones are being used for things other than ordering a pizza or voting for the latest America Idol.
We’ve all seen those old spy movies where the good guy breaks into the bad guy’s lair and uses a tiny spy camera to take photos of the villain’s plans to take over the world.

I can’t get a decent photo of my kids playing in the yard with a $2,000 Nikon, but the movie hero always got Ansel Adams quality images from a camera the size of a stick of gum.

Now spy cameras are everywhere: in the hands of kids, adults, good guys and most assuredly, bad guys with plans to take over the world.  Even my teenage daughter carries one, and I wouldn’t be surprised if you had one on your person right now.

What the heck am I talking about?  Why, camera phones, of course, the handy dandy little spy camera of the techno age.  Gone are the days when you needed a license to kill to carry a spy camera.  Now anyone willing to shell out $39 bucks and sign a one year service agreement can get one.  
There are some 8 million camera phones in the United States and that fact should instill concern – if not downright fear - into the hearts of business owners everywhere.  

Why the cause for alarm, you ask as you snap my picture with your teeny tiny camera phone that tucks neatly into your shirt pocket?  Because it has never been easier for your employees (or visitors or the cleaning crew or the pizza delivery guy) to take pictures of your business and transmit them electronically to somewhere else, such as to a webpage or to someone’s email in box.  
And while you may have the most photogenic receptionist in town, the fact that every Tom, Dick, and Harry can now take photographs in your place of business, often without you knowing it should be enough to set off a few alarms in your paranoid little entrepreneurial head.
You should be especially concerned if your business involves patented processes or proprietary systems that your competitors would just love to get a picture of.  If your company has an R&D department for example (that’s Research & Development for the acronym-impaired), the last thing you need is some wise guy snapping shots with their camera phone of your latest designs or prototypes.  Even if the guy taking the pictures is a trusted employee and is just wanting to prove to his girlfriend that he actually has a job, this is a threat to the security of your business that you should be concerned about.
When it comes to corporate espionage, or as it is now more politely called “competitive intelligence,” camera phones are the hottest things since the advent of dumpster diving.  Imagine a device that let’s the bad guy covertly take a picture of a white board in your office that just happens to be covered with the plans for your new product, then transmit that image to his fellow bad guys without detection.   Think such things never happen in real life?  Think again.

I asked Hugh Stanley, an expert in competitive intelligence and publisher of Kickstart (www.mykickstart.com), a daily electronic newsletter that focuses on the Defense, Aerospace and Technology industries, his thoughts on the security risks that cellphones pose to businesses.

“In general, the use of cellphones in the workplace should be of concern to any business with secrets to protect because they allow the user to transmit private conversations that the company usually can not detect or control,” Stanley said.  “And now that cellphones are able to transmit photographic images the concern should be even greater.”
So as a business owner what are your options when it comes to allowing employees to bring camera phones into your place of business?  The most logical, yet least popular option would be to ban the use of cellphones (or at least camera phones) on the premises.  

As an employer do you have the right to ban cellphones, picture or not, from your place of business?  Of course you do. An employer has as much right to ban cellphones from his workplace as he does pornography and AK47s. 

I’m sure some cellphone-hugging lawyer will argue otherwise, but there is nothing on the Constitutional books that gives an employee the right to bring a cellphone into the work place.  
There is no “right to bear cellphones” codicil to the 2nd Amendment.  
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